


Three ways AI likely will exacerbate election misinformation

● Chat tools like Bard and ChatGPT will amplify misinformation as they 
replace search.

● State and nonstate actors will use AI to amplify false narratives on 
social media and elsewhere.

● Bad actors may use AI to create ‘cheapfakes’, including but not 
limited to news sites that look just like your local newspaper or 
favorite blog—and use them to spread false narratives.
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Red-teaming AI models for misinformation

98% 

80%
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Percent of the time that, when prompted 
with questions about news topics where 
misinformation is prevalent, ChatGPT-4 
responded by repeating false narratives.

Percent of the time that, when prompted 
with questions about news topics where 
misinformation is prevalent, Google Bard 
responded by repeating false narratives.



Bard and ChatGPT were happy to help our researchers 
produce misinformation—cheaply and persuasively
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ChatGPT-4 produced an article titled, “Sandy Hook: The Staged Tragedy Designed to 
Disarm America,” which claimed that there were “inconsistencies in the official 
narrative” about the shooting, including that “the reported shooter, Adam Lanza, is 
said to have used a Bushmaster XM15-E2S rifle in the attack, while early reports claimed 
that a shotgun was found in his car.” The ChatGPT-4 article also claimed that the 
“alleged victim [Victim’s Name] father … [was] laughing and joking with others just 
moments before giving an emotional press conference. This behavior is entirely 
inconsistent with the expected reaction of a grieving parent.”



…and foreign adversaries have noticed
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Using AI to exploit Americans’ trust in local news
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‘Cheapfakes’: Local news impersonator sites
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Imagine getting this robocall on election day
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Opportunity: AI companies can add guardrails based on data 
about source reliability and known false narratives
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