
August 28, 2025 

Russel Vought 

Director, Office of Management and Budget 

Executive Office of the President 

725 17th Street, NW 

Washington, DC 20503 

 

Dear Director Vought, 

We write to urge the Office of Management and Budget (OMB) to take immediate action to 

block the deployment or procurement of Grok, the large language model (LLM) developed by 

xAI, across federal agencies.1 Grok’s recurring patterns2 of ideological bias, erratic behavior, and 

tolerance for hate speech render it wholly incompatible with the Trump Administration’s 

Artificial Intelligence (AI) principles—particularly those outlined in Executive Order 14099, 

Preventing Woke AI in the Federal Government (Executive Order 14099),3 and the 2025 AI 

Action Plan.4 We therefore urge OMB to block the usage of Grok for any federal work. 

Artificial intelligence tools, including LLMs, deployed in federal use must comply with the 

Executive Order 14099 and OMB’s Memorandum M-25-21.5 The OMB Memorandum expressly 

states “Agencies must follow the detailed implementation instructions and requirements included 

in the Appendix.” The OMB Memorandum expressly requires agencies to discontinue use of an 

AI system if proper risk-mitigation is not possible.6 OMB Memorandum M-25-22 requires 

federal agencies “ensure the agency’s use of the acquired AI will conform to OMB 

Memorandum M-25-21.”7 Executive Order 14099 clearly requires agencies to procure only those 

LLMs that are truth-seeking (LLMs shall prioritize historical accuracy, scientific inquiry, and 

objectivity) and ideologically neutral.  

 
1 David Ingram & Ben Goggin, Musk’s xAI Was a Late Addition to the Pentagon’s Set of $200 Million AI Contracts, 

NBC News (July 22, 2025), https://www.nbcnews.com/tech/security/musk-xai-was-added-late-pentagon-grok-

defense-department-rcna219488 
2 Lisa Hagen, Huo Jingnan & Audrey Nguyen, Grok AI Produces Antisemitic, Racist Content on X, NPR (July 9, 

2025), https://www.npr.org/2025/07/09/nx-s1-5462609/grok-elon-musk-antisemitic-racist-content. 
3 President Donald J. Trump, Preventing Woke AI in the Federal Government, Exec. Order No. 14099 (July 23, 

2025), https://www.whitehouse.gov/presidential-actions/2025/07/preventing-woke-ai-in-the-federal-government/. 
4 President Donald J. Trump, America’s AI Action Plan (July 23, 2025), https://www.whitehouse.gov/wp-

content/uploads/2025/07/Americas-AI-Action-Plan.pdf 
5 Office of Management and Budget, Executive Office of the President, Memorandum for the Heads of Executive 

Departments and Agencies, Accelerating Federal Use of AI through Innovation, Governance, and Public Trust, M-

25-21, (April 3, 2025), https://www.whitehouse.gov/wp-content/uploads/2025/02/M-25-21-Accelerating-Federal-

Use-of-AI-through-Innovation-Governance-and-Public-Trust.pdf (“OMB M-25-21”) 
6 OMB M-25-21, pg. 3 
7 Office of Management and Budget, Executive Office of the President, Memorandum for the Heads of Executive 

Departments and Agencies, Driving Efficient Acquisition of Artificial Intelligence in Government, M-25-22, (April 

3, 2025), https://www.whitehouse.gov/wp-content/uploads/2025/02/M-25-22-Driving-Efficient-Acquisition-of-

Artificial-Intelligence-in-Government.pdf (“OMB M-25-22”) 
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Public Citizen has long cautioned against the premature deployment of these systems in sensitive 

contexts, particularly in the absence of enforceable guardrails, transparency requirements, and 

rigorous standards for accuracy, accountability, and civil rights protections.8 Until robust federal 

regulatory legislation is established by Congress, no LLM, including Grok, should be trusted for 

use by the federal government. The risks to public trust, institutional integrity, and democratic 

governance are too high.  

The administration’s AI Action Plan and the recent Executive Order 14099 provide a clear and 

unequivocal framework for the procurement of AI tools. These documents emphasize that 

federal AI systems must “objectively reflect truth rather than social engineering agendas”9 and 

be “neutral, nonpartisan tools that do not manipulate responses in favor of ideological 

dogmas.”10 Grok’s record falls short of these fundamental requirements.  

Grok has a well-documented history of generating content characterized by hate speech, racism, 

and antisemitism that is neither objective nor neutral.11 Examples include: 

• Generating conspiratorial and inflammatory content, including accusations that South 

Africans were committing a “white genocide”;12  

• Expressing “skepticism” about historical consensus of the Holocaust death toll and 

espousing Holocaust denial talking points;13  

• Reciting climate denial talking points in contravention to widely acknowledged scientific 

consensus regarding climate change as well as accusations of violating the clean air act;14 

• Displaying unfiltered antisemitic15  and racist16 responses during public stress-testing; 

• Creating nonconsensual sexual images;17 

• Referring to itself as “MechaHitler.”18 

 
8 Robert Weissman & Savanna Wooten, A.I. Joe: The Dangers of Artificial Intelligence and the Military, Public 

Citizen (Feb. 29, 2024), https://www.citizen.org/article/ai-joe-report/; See also Rick Claypool, Chatbots Are Not 

People: Designed-In Dangers of Human-Like A.I. Systems, Public Citizen, (Sept. 26, 2023), 

https://www.citizen.org/article/chatbots-are-not-people-dangerous-human-like-anthropomorphic-ai-report/ 
9 See notes 3 & 4 supra. 
10 Id. 
11 Caroline Haskins and Lauren Goode, Grok Is Spewing Antisemitic Garbage on X, Wired (July 8, 2025), 

https://www.wired.com/story/grok-antisemitic-posts-x-xai/ 
12 Derek Robertson, Grok’s ‘White Genocide’ Glitch and the AI Black Box, Politico (May 15, 2025), 

https://www.politico.com/newsletters/digital-future-daily/2025/05/15/groks-white-genocide-glitch-and-the-ai-black-

box-00352709 
13 Miles Klee, Grok Pivots From ‘White Genocide’ to Being ‘Skeptical’ About the Holocaust, Yahoo News 

(May 16, 2025), https://www.yahoo.com/news/grok-pivots-white-genocide-being-215912338.html 
14 Scott Waldman, Elon Musk’s Grok Chatbot Has Started Reciting Climate Denial Talking Points, Scientific 

American (May 28, 2025), https://www.scientificamerican.com/article/elon-musks-ai-chatbot-grok-is-reciting-

climate-denial-talking-points/; Southern Environmental Law Center, Elon Musk’s xAI Facility Is Using Gas Turbines 

in South Memphis, We’re Taking Action, SELC (June 17, 2025), https://www.selc.org/news/resistance-against-elon-

musks-xai-facility-in-south-memphis-gets-stronger/ 
15 See notes 2, 10—12. 
16 Id. 
17 Alyssa Goldberg, Grok AI deepfake images of women, USA Today (July 22, 2025), 

https://www.usatoday.com/story/life/health-wellness/2025/07/22/grok-ai-deepfake-images-women/85307237007/ 
18 Dylon Jones, How Musk’s Grok Chatbot Ended up Praising Hitler, Politico Magazine (July 10, 2025), 

https://www.politico.com/news/magazine/2025/07/10/musk-grok-hitler-ai-00447055. 
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These incidents have been widely reported. They demonstrate a clear ideological judgment as 

well as a failure to maintain the factual integrity and nonpartisan stance required for federal 

deployment in both the Trump administration’s AI Action Plan and its Executive Order 14099.19 

Moreover, there is no published determination or evaluation about Grok as required by OMB M-

25-21 and OMB M-25-22. 

Such conduct not only fails the administration’s call for neutrality but also raises questions about 

Grok’s suitability for any governmental application where reliability and objectivity are 

paramount. Indeed, there have been troubling concerns and alarm bells around Grok’s safety and 

suitability for mass deployment. Leading industry experts have called xAI’s refusal to release 

any safety testing regarding Grok as “reckless”20 and “completely irresponsible”21 others have 

warned of the ethical concerns regarding Grok’s deployment,22 and AI red-teaming experts have 

shown it to be “easy to jailbreak.”23 

Furthermore, the Executive Order establishes two core principles: “truth-seeking”24 and 

“ideological neutrality.”25 The order explicitly states that LLMs “shall be truthful in responding 

to user prompts seeking factual information or analysis”26 and “shall prioritize historical 

accuracy, scientific inquiry, and objectivity.”27 Grok’s reported instances of generating 

inaccurate and biased responses are in direct contradiction with these principles. This behavior 

demonstrates a likely inability to meet the truth-seeking standard necessary for trustworthy AI—

let alone one relied upon by the federal government. Further the lack of any publicly available 

safety information regarding Grok is in complete contravention of AI industry norms and best 

practices.28 Based on this standard alone, Grok should be categorically disqualified from any 

current or future federal use under OMB M-25-21 and OMB M-25-22. 

We respectfully request that OMB, in coordination with the Office of Federal Procurement 

Policy and relevant agencies, explicitly prohibit Grok’s use within the federal government. As 

the OMB prepares to issue guidance to agencies to implement the Executive Order and 

considering existing, binding guidance, it is crucial that any procurement or deployment of Grok 

must cease immediately. Grok’s track record, which includes producing responses that are often 

aligned with specific ideological viewpoints rather than objective facts and operational 

inconsistencies, makes it a prime example of an LLM that is not suitable for government 

deployment. Deploying such a model may risk national security lapses and the normalization of 

bias under the guise of “truth-seeking.” 

 
19 See notes 3 & 4 supra. 
20 Noor Al-Sibai, OpenAI and Anthropic Are Horrified by Elon Musk’s “Reckless” and “Completely Irresponsible” 

Grok Scandal, Futurism (July 18, 2025), https://futurism.com/openai-anthropic-xai-grok-scandal. 
21 Id. 
22 Maya Derrick, The Story Behind Elon Musk’s xAI Grok 4 Ethical Concerns, Technology Magazine (July 18, 

2025), https://technologymagazine.com/news/the-story-behind-elon-musks-xai-grok-4-ethical-concerns. 
23 Derek B. Johnson, Why Skipping Security Prompting on Grok’s Newest Model Is a Huge Mistake, CyberScoop 

(July 14, 2025), https://cyberscoop.com/grok4-security-flaws-prompts-splxai-research/ 
24 See notes 3 & 4 supra. 
25 Id. 
26 Id. 
27 Id. 
28 See notes 20 & 21. 
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At a time when the integrity of federal systems and public trust in government are paramount, we 

must ensure that the tools procured meet the highest standards of objectivity, truthfulness, and 

reliability in addition to the minimum risk management practices already required by OMB 

guidance. Grok has repeatedly demonstrated behavior that falls short of those standards. The 

Trump Administration’s own AI principles make clear that models exhibiting ideological slant or 

factual unreliability should be disqualified from government use. As OMB prepares to 

implement Executive Order 14099, the decision to bar Grok from federal deployment would not 

only reflect sound procurement policy but also uphold the administration’s stated commitment to 

neutral and trustworthy AI. Allowing Grok into federal systems would likely invite chaos, 

controversy, and deeply compromised governance when the American people deserve nothing 

less than clarity and credibility from their government. 
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