UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

)
RUSSELL MOKI HBER, )
)
Plaintiff, )
) Civ. No. 01-1974 (EGS)
V. )
)
U. S. DEPARTMENT OF THE )
TREASURY, )
)
Def endant . )
)

MEMORANDUM OPINION AND ORDER

Plaintiff, a reporter for Corporate Crine Reporter, a weekly
| egal publication, filed this lawsuit pursuant to the Freedom of
Information Act (FOA), 5 US.C 8552 (2003), against the Ofice
of Foreign Assets Control (“OFAC’), an agency within the U S.
Treasury Departnent that adm ni sters and enforces econom ¢ and
trade sanctions against targeted foreign countries, terrorism
sponsori ng organi zati ons, and international narcotics
traffickers. The parties’ cross-notions for summary judgnent, as
well as plaintiff’s notion to strike the declaration of Richard
Newconb, OFAC s Director, are now before the Court.
I. Background

As part of its enforcenent activities, OFAC i nposes

financial penalties on U S. corporations that trade with OFAC
targeted countries and organi zations in violation of the | aw

Newconb Decl. T 5. On occasion, OFAC all egations of unlawful

corporate activity result in a settlenent before the case is
proven. Id.

On May 17, 2000, plaintiff sent a letter to OFAC requesting,



pursuant to FO A, “records of all enforcenent actions settled by
the OFAC since May 17, 1998” and specifically, “records revealing
the followng information with respect to such enforcenent
actions: the date of settlenment, the anount of settlenent, the
identity of the entity with which the enforcenent action was
settl ed, and anount of any penalty inposed, and the nature of the
alleged violation.” Conpl. MY 5, 6. Both parties agree that
these records are within the possession and control of OFAC.

Pl.’s Stat. of Mat. Facts (“Pl.’s Stat.”)Y 2; Def.’s Stat. of

Mat. Facts (“Def.’s Stat.”) at 1. At the tine of the plaintiff’s

request, the Departnent did not publicize information about these

settl enents. ©Mokhi ber Decl. 11 2,4. However, these records, with

certain portions redacted, have since been posted on the Treasury
Departnent’s website. I1d

On Septenber 18, 2001, plaintiff initiated this suit in an
effort to conpel the Departnent to respond to his FO A request.
On January 25, 2002, plaintiff noved for partial sunmmary judgnent
with respect to Count Three of his conplaint, in which he all eged
that the Departnent’s refusal to provide himw th any docunents
created arter the date of the plaintiff’s FO A request viol ated
the Act. On April 3, 2002, this Court granted the plaintiff’s
notion for partial summary judgnent as unopposed by the

gover nnent . !

"The governnent’'s counsel failed to respond because of an electronic error
that caused the response date to be left off of his cal endar.



The Departnent rel eased records responsive to the
plaintiff’s request in installnents betwen February 25, 2002 and

Septenber 6, 2002. Pl.’s Stat. 5. The records rel eased

i ncluded “Settl enent Menoranda,” docunents drafted by OFAC staff
for the OFAC Director R chard Newconb detailing specific alleged
corporate violations, any settlenent offers made by the
corporation, any mtigating or aggravating factors the Departnent
consi dered when deciding whether to settle, and a settl enent

recomendati on. Newconb Decl. § 10. For the nost part, these

Menor anda i ncluded the information the plaintiff requested in his
letter. Many of the Menoranda have the notation “OK/RN’ in the
corner of the document indicating Director Richard Newconb’s

approval of the reconmrended settlenent. See Newconb Decl. { 10.

Plaintiff’s remaining clains are that 1) portions of many of
the rel eased Settl enent Menoranda that detail mtigating or
aggravating factors in each case, as well as the reasoni ng behind
each settlenment recommendation, are unlawfully redacted under
FO A Exenption 5, and defendant’s Vaughn i ndex and decl aration
are i nadequate because defendant has not shown that al
reasonably segregable factual information in the nenoranda has
been rel eased; 2) agency tracking nunbers in each docunent are
unl awful Iy redacted under FO A Exenption 2; and 3) the names of
attorneys, corporate officials, and other corporate agents with
whom t he agency was in contact about alleged violations and

proposed settlements are unlawfully redacted under FO A Exenption



7(C. Pl.’s Stat. 1 7. Plaintiff has also filed a notion to

strike the declaration of OFAC Director Ri chard Newconb on the
grounds that information in the declaration is not based on his
per sonal know edge.

The defendant has filed a cross-notion for sunmary judgnent,
arguing that 1) the redacted portions of the Settlement Menoranda
reflect deliberative processes and are thus protected from
di scl osure under FO A Exenption 5; 2) agency tracking nunbers are
related solely to agency practices and are protected from
di scl osure under FO A exenption 2; and 3) nanmes of the corporate
functionari es who served as OFAC s points of contact are
protected from di scl osure under Exenption 7(C) because discl osure
of the information could constitute an unwarranted invasion of

personal privacy. Def.’s Mot. Summ J. (“Def.’s Mot.”) at 2, 8,

11.
IT. Analysis

The Freedom of Information Act (FO A) requires that federal
agencies rel ease all docunents requested by nenbers of the public
unl ess the information contained wthin such docunents falls
within one of nine exenptions. 5 U S C. 8§ 522(a),(b). These
statutory exenptions nust be narrowy construed in favor of
di scl osure. Dep’t of Air Force v. Rose, 425 U. S. 352, 361, 96 S.
Ct. 1592, 1599 (1976). The governnent bears the burden of
justifying the w thholding of any requested docunents through

agency affidavits, an index of w thheld docunents, or both. U.S.



Dep’t of State v. Ray, 502 U S. 164, 173, 112 S. C 541, 547
(1991); Coastal States Gas Corp. v. Dep’t of Energy, 617 F.2d
854, 861 (D.C. Gir. 1980). |If the governnent does not satisfy
Its burden, the requester is entitled to summary judgnent.
Goldberg v. U.S. Dep’t of State, 818 F.2d 71, 76 (D.C. Cr.
1987). If, however, the governnent neets its burden, and its
affidavits are not controverted by either contrary evidence in
the record or evidence of agency bad faith, summary judgnent for
the agency is warranted. Military Audit Project v. Casey, 656

F.2d 724, 738 (D.C. Gir. 1981).

This Court reviews de novo the applicability of particul ar
exenptions cited by the governnment to the withheld docunents. 5
U.S.C. § 522(a)(4)(B).

A. Motion to Strike Declaration of Richard Newcomb

Plaintiff asks the Court to strike OFAC Director Richard
Newconb’ s decl aration in support of defendant’s notion for
sunmary judgnment on the grounds that he has insufficient persona
knowl edge of the information therein. The Court finds that M.
Newconmb’ s personal know edge of the matters discussed in his
declaration is sufficient to satisfy the rel evant standards, and
denies the notion to strike.

Federal Rule of Civil Procedure 56 states that affidavits
supporting sumary judgnent notions “shall be made on persona

know edge, shall set forth such facts as would be adm ssible in



evi dence, and shall show affirmatively that the affiant is
conpetent to testify to the matters stated therein.” Fed. R

Cv. P. 56(e). Affidavits based on information and belief do not
meet the requirenents of Rule 56(e). Londrigan v. FBI, 670 F.2d
1164, 1174 (D.C. Cr. 1981); see also Jameson v. Jameson, 176
F.2d 58, 60 (D.C. Gr. 1949). Rather, the affiant’s conpetence
to testify to the matters therein nust “affirmatively appear.”
F.S. Bowen Elec. Co., Inc. v. J.D. Hedin Constr. Co., Inc., 316
F.2d 362, 364 (D.C. Cir. 1963).

An agency affiant can testify to his own observations upon
revi ew of docunents, the procedural history of a plaintiff’s
attenpt to obtain information pursuant to statute, the agency’s
procedures during his own tenure, and earlier practices of which
he possesses personal know edge. TLondrigan, 670 F.2d 1164, 1174.
In the FO A context, agency officials are conpetent to nake
observations concerni ng whether a docunent falls within the FOA
exenptions where their observations are based upon review of the
docunment and “general famliarity” with simlar docunents or
procedures. Laborers’ Int’1 Union of North America v. U.S. Dep’t
of Justice, 578 F. Supp. 52, 56 (D.D.C. 1983), aff’d, 772 F.2d
919 (D.C. Gir. 1984).

OFAC Director R chard Newconb states that his declaration is
“based upon information within ny personal know edge or acquired
by me through ny official duties as Director of OFAC.” Newconb
Decl. 1 2. The plaintiff argues that the Newconb declaration



shoul d be stricken because it is the Departnent’s only evidence
on the issue of whether the Departnent has rel eased al
segregable information fromthe records — specifically, the
Settl ement Menoranda -- and Newconb hinself did not actually
participate in the determ nation of which portions of the
Menoranda woul d be rel eased and whet her factual information in
t he Menoranda was segregable from deliberative information

Pl.’s Mot. To Strike at 2-3. Because his statenents are partly

based on informati on “acquired” by Newconb through his duties,
plaintiff argues the Declaration should be stricken fromthe
record.

However, the | aw does not require that Newconb have
participated directly in determning the segregability of factual
information in the docunents, or that he have personally redacted
t he docunents in question, in order for a finding that he has the
requi site personal know edge to be warranted. TLondrigan clearly
stated that declarants can testify to their own observations upon
revi ew of the docunents in question and based on their rel evant
know edge of agency procedures and practices. 670 F.2d at 1174.
In Laborers”’, the Circuit reiterated this interpretation of the
law. 578 F. Supp. at 55.

Both the plaintiff and the defendant agree that the
Settl enment Menoranda in question were witten for and directly

given to Newconb for his review Pl.’s Mt. For Sunm Judg.

(“Pl.”s Mot.”) 4-5; Newconb Decl. § 10. It can therefore be




assunmed that Newconb has intimate know edge of the contents of
t hese documents, as he has at one tine read nost, if not all, of

t hem Newcormb Decl. 99 10, 16. Wile it is not clear fromthe

declaration if Newconb revi ewed these docunents after they were
redacted, his personal know edge of the contents of these
docunents before they were redacted should be sufficient for him
to determine how factual information is separated from

del i berative process in the docunents, and if factual and
deliberative information is too closely intertwned to be further
separated for disclosure. Gven that the law requires a
presunpti on of agency good faith that cannot be rebutted by
specul ative cl ai s, Safeguard, 926 F.2d at 1200, there is no
basis for finding that Newconb did not have the personal

know edge required to testify to the segregability of information
in the Menoranda. ?

This conclusion is consistent with other D.C. District Court
cases finding personal know edge based on the affiant’s position
of enploynent, job responsibilities, and review of, production
of, or famliarity with the requested docunents. See, e.g., Ctr.
for Auto Safety v. Nat’l Highway Traffic Safety Admin., 93 F.
Supp. 2d 1, 11-12 (D.D.C. 2000). Furthernore, this case is

di stingui shable fromthose in which the D.C. Grcuit has found

2However, given the vague treatnent Newconb gave the issue of segregability in
his declaration, perhaps a different OFAC staff person should submit an
affidavit if Newconmb is unable to provide a nore detail ed declaration based on
hi s personal know edge.



affidavits to be insufficient on the grounds that they were not
based on personal know edge. See, e.g., F.S. Bowen Elec. Co.,
Inc., 316 F.2d at 364 (holding that affidavit based only on
informati on and belief, and not affirmatively denonstrated
personal know edge, is not sufficient).

Accordingly, plaintiff’s notion to strike the declaration of
Ri chard Newconb i s deni ed.

B. Exemption 5 claim

The Departnent redacted a significant anount of information
fromthe docunents rel eased to M. Mkhiber, claimng that the
information reflects the agency’s deliberative process and is
t herefore exenpt from disclosure under FO A Exenption 5.

Exenption 5 allows w thhol ding of requested docunents or
i nformati on when they include “inter-agency or intra-agency
menor anduns or letters which would not be available by lawto a
party other than an agency in litigation wwth the agency.” 5
US C 8 522(b)(5). To qualify for Exenption 5, a docunent nust
satisfy two conditions: 1) its source nust be a governnent
agency; and 2) it nmust fall within a discovery privilege that
woul d apply in litigation against the agency that holds the
docunent. Dep’t of the Interior and Bureau of Indian Affairs v.
Klamath Water Users Protective Ass’n, 532 U.S. 1, 8, 121 S. C.
1060, 1065 (2001). This includes the “deliberative process”
privilege, which covers docunents “refl ecting advisory opinions,

reconmendati ons, and deliberations that are part of a process by



whi ch Governnent decisions and policies are formulated.” 1Id
The purposes of Exenption 5 are to protect open discussion anong
agency deci si on-nakers, ensure that agency officials are able to
communi cate candidly with each other, and prevent the disclosure
of information that may not accurately reflect the agency’s
position. Id. at 8-9; Coastal States, 617 F.2d at 866. Both
plaintiff and defendant agree that the redacted portions of the
docunents in question are deliberative and include the personal

| mpressions and recommendati ons of OFAC staff. See Pl.’s M. at

9: Def.’s Mot. at 4.

The primary issue in dispute is whether the deliberative
information in question is predecisional or was incorporated into
a final decision of the agency. There is a well-established
di stinction between privileged predecisional conmunications and
communi cati ons made after a decision and designed to explain it,
whi ch are not privileged. Nat’l Labor Relations Bd. v. Sears,
Roebuck & Co., 421 U.S. 132, 151-52, 95 S. C. 1504, 1517 (1975).
In Sears, the U S. Suprene Court held that when an agency
expressly adopts or incorporates by reference an intra-agency
menor andum prepared prior to a decision into a subsequent final
opi nion, including final dispositions of adjudicated cases, that
i nformation | oses its predecisional character and nust be
di sclosed. 71d. at 161. The justifications for this distinction
are that a lesser injury results fromdi scl osure of

communi cati ons nmade after a decision has been reached, and that



the public has a greater interest in know ng the basis for agency
policies that are actually adopted and constitute the “working
| aw’ of the agency. I1d. at 152-53. “When adopted, the reasoning
becones that of the agency and becones its responsibility to
defend.” 1d. at 161.

Plaintiff argues that a |arge portion of the information
redacted fromthe rel eased docunents includes reasoning that |ed
to and was incorporated into the Departnent’s final decision to

accept a settlenent offer, and thus does not fall within the

anbit of Exenption 5. Pl.’s Mot. at 9. Plaintiff points to the
OFAC Director’s initials in the corner of the disclosed

settl ement nmenoranda as proof that the recomrendati ons contai ned
in the nmenbo were approved and served as the basis for the
Director’s decision to settle, which in turn was the final
decision in each of the enforcenent actions. 1d. Plaintiff also
argues that this information should be disclosed because it is
the only record of the rationale underlying the Departnment’s
decision to settle, and FOA gives the public a right to know t he
rational e for agency decisions. 1d. Director Newconb, in his
decl aration, does not dispute that the settlenent nenoranda are
the only record of the Departnent’s final decision to settle.

Newconmb Decl. T 10. However, he states that his initials in the

corner of released settlenent nenoranda indicate only that he has
approved the settlenent anount recomrended by his staff, not that

he al so agrees with the reasoning behind this recomendation, and



therefore, the redacted deliberative information is predeci sional

in nature. Newconb Decl. 9§ 11-12; Def.’s Reply at 2.

The law is on the Departnent’s side. |In Sears, the Suprene
Court held that only reasoning that is “expressly” adopted or
I ncorporated by reference into a final opinion nust be discl osed.
In a conpani on case decided the sanme day, the Court clarified
this holding in a case very simlar to the instant case. See
Renegotiation Board v. Grumman Aircraft Eng’g Corp., 421 U.S.
168, 95 S. C. 1491 (1975). In Grumman, a government contractor
sued the Renegotiation Board® for the disclosure of docunents
relating to the Board' s decisions in a nunber of cases. Id. at
179. The Renegoti ation Board nmade final decisions about these
contracts by considering, behind closed doors, a regional board
report which recormmended a particular course of action in a given
case. Id. at 178-79. |If the Renegotiation Board agreed wth the
recommended action, no further docunents were prepared to explain
the Board s reasoning, and it was not possible to know whet her
the Board agreed with the regional board s reasoning or only its
conclusion. 1d. at 179. Finding that the Board was the only
entity that had the power to make a governing decision regarding
excessive profits, and acknow edgi ng that the Board nade
deci sions by considering a variety of factors and

reconmendati ons, the Court held that the regional board reports

® The Renegotiation Board revi ews federal government contracts to ensure
contractors do not realize excessive profits.



were not final opinions and were exenpt from di scl osure under
Exenption 5 because there was no evidence that the reasoning in
the reports was expressly adopted by the Board as its own. |d.
at 184-85. In the words of the Court,

Absent indication that its reasoning has been adopted, there

is little public interest in disclosure of the report. The

public is only marginally concerned with reasons supporting

a deci sion which an agency has rejected, or with reasons

whi ch m ght have supplied, but did not supply, the basis for

a deci sion which was actually adopted on a different ground.

| ndeed, release of the Regional Board's reports on the

theory that they express the reasons for the Board' s

deci sion would, in those cases in which the Board had ot her

reasons for its decisions, be affirmatively m sl eadi ng.
Id. at 186 (citation omtted).

Simlarly, in the instant case the Director of OFACis the
only individual who has the authority to make final decisions
about a settlenent offer, and it is his reasoning that woul d be
relevant for FO A disclosure. There is no separate docunent that
details the Director’s reasoning in a settlenment decision, and
the Director expressly states in his declaration that he does not
necessarily endorse the reasoning of his staff when agreeing with

a settlenent recommendation. Newconb Decl. 911. This statenent

is certainly self-serving, and the D rector nakes no assertion
that he conducts an i ndependent investigation beyond staff
recomrendati ons, or consults with others about the
recommendations in a way that is akin to the Board s

del i berations in Grumman. Nevertheless, the plaintiff has not
subnmitted any evidence refuting the Director’s assertion that the

reasoni ng included in the Menoranda i s not necessarily his own.



Wil e the concern that the public may never know the
reasoni ng behind the Director’s decisions wthout disclosure of
the settlenment nmenoranda is a genui ne one, the Grumman court
rejected this argunent, saying,

The Freedom of Information Act inposes no i ndependent

obligation on agencies to wite opinions. It sinply

requires themto disclose the opinions which they do wite.

If the public interest suffers by reason of the failure of

the Board to explain sonme of its decisions, the renedy is

for Congress to require it to do so. It is not for us to
requi re discl osure of docunents, under the purported
authority of the Act, which are not final opinions, which do
not accurately set forth the reasons for the Board’s

deci sions, and the disclosure of which would inpinge on the

Board’ s predeci sional processes.

Id. at 191 (citation omtted).

Therefore, the Departnent is not required to disclose the
del i berative portions of the settlenment nenoranda that set forth
OFAC staff recommendati ons and i npressions, as they have not been
expressly adopted by Director Newconb in his decision to settle a
case, and the plaintiff has not responded to Director Newconb' s
declaration with any evidence show ng that OFAC st aff
reconmendati ons are i ndeed adopted by the Director in every
case.* Accordingly, the Court denies plaintiff’s notion for
summary judgnent, and grants defendant sunmary judgnent on the

Exenption 5 claim

41t should be noted that the plaintiff did not specifically request
information pertaining to the rational e behind agency settlenent deci sions,
and the Departnent has disclosed the specific information the plaintiff
requested, including the amount of the final settlenent offer. Although
arguably, the agency’s reasoning is included in the “all records” request
plaintiff made in his letter to the agency. See Conpl. 16.



C. Segregation of deliberative material from factual
material in disclosed documents

To neet its burden of justifying non-disclosure of requested
docunents, the governnent nust submit an affidavit, a Vaughn
i ndex, or both. Coastal States, 617 F.2d at 861; Andrade v. CIA,
Cv. A No. 95-1215, 1997 WL 527347, at 4 (D.D.C. Aug. 18, 1997).
These submtted materials nust explain in detail the nature of
each docunent wi thheld, the exenption clainmed for each docunent,
correlated to the particular part of the w thheld docunent to
which it applies, the manner in which the information in each
docurent specifically falls under one of FO A s exenptions, and
how di scl osure woul d inhibit candor in the agency’s deci sion-
maki ng process. See, e.g., Summers v. Dep’t of Justice, 140 F.3d
1077, 1080 (D.C. Cr. 1998); Army Times Publ’g Co. v. Dep’t of
the Air Force, 998 F.2d 1067, 1072 (D.C. GCr. 1993); King v. U.S.
Dep’t of Justice, 830 F.2d 210, 221, 224 (D.C. Cr. 1987); Mead
Data Cent., Inc. v. U.S. Dep’t of the Air Force, 566 F.2d 242,
251, 258 (D.C. Gr. 1977); Vaughn v. Rosen, 484 F.2d 820, 827
(D.C. Gir. 1973).

FO A al so requires that “any reasonably segregable portion
of a record shall be provided to any person requesting such
record after deletion of the portions which are exenpt.” 5
US. C 8 522(b). Therefore, an agency nust disclose non-exenpt
portions of a docunent unless they are inextricably intertw ned
wi th exenpt portions, and the agency bears the burden of

denonstrating that w thhel d docunents contain “no separabl e,



factual information.” EPA v. Mink, 410 U.S. 73, 93, 93 S. C
827, 839 (1973); Army Times, 998 F.2d at 1068; Mead Data, 566
F.2d at 260. A conclusory assertion that “no factual portions
coul d be reasonably segregated” does not suffice. Mead Data, 566
F.2d at 260. Instead, the agency nust provide detail ed reasons
for its conclusions, describe what proportion of the information
i n each docunent is non-exenpt, and specify how that material is
di spersed t hroughout the docunent. I1d. at 261. It is error for
a district court to approve the w thholding of a docunent w t hout
entering a finding of segregability or lack thereof. Schiller v.
Nat’1l Labor Relations Bd., 964 F.2d 1205, 1210 (D.C. Cr. 1992).
Plaintiff argues that the Department has not adequately
attested to the segregation of deliberative material from factual
material within the disclosed docunents, and has unlawful |y
redacted factual information that should be disclosed. Pl.’s
Mot. at 10-12. |Indeed, the Departnment’s Vaughn index falls far
short of the requirenments set forth in the case law. It only
lists the docunents in question, provides a brief categorical
description of them |ists the exenptions that apply, and for
sone, nerely recites the statutory | anguage as a reason for the
exenptions. Director Newconb’s declaration helps fill in many of
these gaps by explaining in greater detail which exenptions
applied to which portions of the docunents and why. However, on
the issue of segregability, the Newconb declaration is brief and

vague, stating in only conclusory terns that “any facts enbedded



in these portions of the nenoranda are so inextricably
intertwined with the deliberative analysis that they could not be

reasonably segregated any further.” Newconb Decl. § 8  Because

the case | aw hol ds that agency affidavits wll not suffice if
they are conclusory, nerely recite statutory standards, or are
t oo vague or sweeping, the Court finds good cause to require a
nore detailed affidavit or Vaughn index. See Quinon v. FBI, 86
F.3d 1222, 1227 (D.C. G r. 1996).

Certainly, the Departnent is not attenpting to w thhold
entire docunents based on a conclusory assertion of
segregability, only portions thereof. The Departnent has
rel eased a great deal of factual information within each
docunent, including that specifically requested by the plaintiff,
whi ch coul d suggest that the docunents were reviewed for
segregability. See Pl.’s Ex. However, Director Newconb’s
decl arati on does not correlate claimed exenptions with particul ar

passages within the documents. Newconb Decl. § 8. He also does

not speak to the proportion of factual nmaterial in relation to
deliberative material within the redacted portions. Defendant
argues in its pleadings that the short |ength of the docunents
provi des evidence of the inpossibility of segregating further;
however, this contention is not contained in the Vaughn i ndex or
t he agency declaration, and the nere fact that the docunment is
short does not preclude conpl ete segregati on of exenpt from non-

exempt material. Def.’s Mot. at 8. Neverthel ess, despite the




requi renents outlined in Mead Data, the D.C. Crcuit recently
affirmed an agency’s assertion of segregability after the agency
made assertions very simlar to that provided in the instant

case. See Johnson v. Executive Office for the U.S. Attorneys,
310 F.3d 771, 776 (D.C. Gr. 2002). However, in that case, the
decl arant stated that she had conducted a |ine-by-line analysis
of the requested docunents, a statenent that Newconb did not make
in his declaration. I1d.

As an exanple of the Departnent’s failure to segregate, the
plaintiff specifically disputes the redaction of portions of
settl enent nenoranda di scussing settlenent offers nade by
corporations. Plaintiff argues that these sections contain
i nformati on received through conmunications with a third party,
nanely the corporation that is the subject of the enforcenent
action, which is not an agency and thus is not protected under

the deliberative process privilege. Pl.’s Mt. at 10. Defendant

responds that these sections include not just the anount offered
by the alleged violator, but also analysis of the offer, and
therefore reflect deliberative process that is exenpt under

Exenption 5. Def.’s Reply at 3. |If it is indeed the case that

t hese portions of the nmenoranda, often consisting of one or two
lines, are purely factual information, the |aw mandates that the
i nformati on be disclosed. Exenption 5 only protects those
comuni cations that are between or within agencies; therefore,

information pertaining to settlenent discussions between an



agency and a third party are not exenpt from disclosure. See,
e.g., Senate of the Commonwealth of P.R. v. U.S. Dep’t of
Justice, 823 F.2d 574, 587 (D.C. Gr. 1987); Mead Data, 566 F.2d
at 257-58. The issue, then, remains whether factual information
about the specific anount of noney offered OFAC by the
corporations can be reasonably segregated fromthe deliberative
mat eri al .

I f agency affidavits are inadequate or vague or if there is
evi dence of agency bad faith or contradictory information in the
record, the court, at its discretion, may conduct an in camera
review of the docunents in question. Mead Data, 566 F.2d at 262.
There is no evidence of bad faith on the part of the Treasury
Departnent. However, because the Departnent’s assertion of
segregabilty is vague, the Court will deny the parties’ notions
for summary judgnment on this issue and order the Departnent to
provide a nore detail ed Vaughn i ndex addressing with the
requi site specificity the segregability of factual information
fromdeliberative information within the “settlenment offer,”
“adm ni strative considerations,” and other redacted portions of

t he documents.

D. Exemption 2 claim
The Departnent redacted internal tracking nunbers, referred

to as “correspondence control nunbers,” fromthe docunents



released to the plaintiff, arguing that these nunbers are exenpt

fromdi sclosure under FO A Exenption 2. Newconb Decl. f 20;

Def.’s Mot. at 9. Exenption 2 allows the w thhol ding of docunents

which are “related solely to the internal personnel rules and
practices of an agency.” 5 U S. C. 8 522(b)(2). Plaintiff argues
that the Departnent fails to neet the standard of proof required
I n Exenption 2 case |aw and thus has unlawful |y redacted the
nunbers. Pl.’s Mt. at 14.

The Suprene Court |ast spoke on Exenption 2 in Department of
Air Force v. Rose, 425 U S. 352, 96 S. . 1592 (1976), a case
i nvol ving the wi thhol ding of Ethics Code violation reports by the
US. Air Force Acadeny. In that case, the Court held that the
exenption extends to material which the public could not
reasonably be expected to have an interest, but that “where the
situation is not one where disclosure may risk circunmvention of
agency regul ation, Exenption 2 is not applicable to matters
subject to . . . a genuine and significant public interest.”
Id. at 369. The D.C. Circuit further devel oped Exenption 2 case
| aw i n Crooker v. Bureau of Alcohol, Tobacco, and Firearms, 670
F.2d 1051 (D.C. GCir. 1981), a case involving the w thhol di ng of
Bur eau of Al cohol, Tobacco, and Firearns (BATF) nanual s,
di scl osure of which would risk circunventing agency regul ations.

In Crooker, the court held that a docunent is exenpt from



di scl osure under Exenption 2 if it is “predonminantly internal”?®
and if disclosure “significantly risks circunvention of agency
regul ations or statutes.” I1d. at 1074. Finally, the court
appl i ed, expanded, and clarified the Rose and Crooker hol dings in
Founding Church of Scientology v. Smith, 721 F.2d 828, 831 (D.C.
Cir. 1983), where it laid out a test for determning if a
docunent falls under Exenption 2.

First, the material w thheld should fall within the ternms of
the statutory | anguage as a personnel rule or internal practice
of the agency. Then, if the material relates to trivial
adm nistrative matters of no genuine public interest, exenption
woul d be automatic under the statute. |If wi thholding frustrates
| egitimate public interest, however, the material should be
rel eased unl ess the governnent can show that disclosure woul d
ri sk circumvention of |awful agency regul ation.

Id. (citations omtted). Therefore, once a docunent is shown to
be a predom nantly internal personnel rule or agency practice,

t he governnent may prevent disclosure by proving that either the
material is a trivial admnistrative matter or that its

di scl osure would significantly risk circunvention of agency
regul ations. Schwaner v. Dep’t of the Air Force, 898 F.2d 793,

794 (D.C. Cir. 1990); Crooker, 670 F.2d at 1074.

5 Though the statute uses the word “solely,” the D.C. Circuit has consistently
interpreted this restriction to include natters that are “predom nantly”
internal. See, e.g. Schwaner, 898 F.2d at 795; Crooker, 670 F.2d at 1074.



The Treasury Departnent has nmet the Founding Church of
Scientology test. First, the correspondence control nunbers
withheld fall under the statutory |anguage of the statute as an
I nternal practice of the agency. For material to fall under
Exenption 2, “information need not be ‘rules and practices,’.
as . . . matter ‘related’ to rules and practices is also exenpt;”
the material need only shed “significant |ight” on an agency rule
or practice and be “predom nantly internal.” Schiller v. Nat’l
Labor Relations Bd., 964 F.2d 1205, 1207 (D.C. Gr. 1992);
Schwaner, 898 F.2d at 795, 797. OFAC uses correspondence contro
nunbers internally to help the agency nonitor conpliance with its
regul ati ons and track docunents, including incom ng and out goi ng
correspondence, enforcenent investigations, licensing files, and

matters relating to civil penalties. Newconb Decl. § 17. Each

nunber is also used by the private party to which it pertains in
its dealings with the agency, particularly when that party
engages in activities that woul d ot herwi se violate OFAC

regul ations but in which they are specifically allowed to engage.
1d. 1 18; Def.’s Mt. at 9.

The D.C. Circuit and District Court have found source
synbols and file nunbers to be predomi nantly internal and exenpt
fromdisclosure. See, e.g., Lesar v. U.S. Dep’t of Justice, 636
F.2d 472, 485-86 (D.C. Cir. 1980); Coleman v. FBI, 13 F. Supp. 2d
75, 79 (D.D.C. 1998). Wile the argunment could be nade that the

nunbers at issue in the instant case are not internal because the



private parties to which they pertain have access to them the
case | aw does not require the information to be exclusively
internal, but rather “predom nantly” internal. On the record
before it, the Court finds the correspondence control nunbers to
be predominately internal.®

Furthernore, the disclosure of these nunbers woul d shed
significant |light on the OFAC |icensing process by revealing the
speci fic sequence of valid OFAC nunbers, information which could
be illegally used by the public to circunvent OFAC regul ati ons.

See Newcomb Decl. 99 18-109. Newcomb asserts that the disclosure

of these nunbers would reveal information about their sequence,
nunber of digits, and conbination of letters and nunbers,

i nformati on which could enabl e nenbers of the public to evade | aw
enforcenment by forging or illegally using OFAC |icensing nunbers
for the purpose of engaging in conduct prohibited by OFAC
regulations. 1d. The D.C. Grcuit and District Court have

consistently allowed the w thhol ding of information where

5 In arguing that the correspondence control nunbers nust be discl osed,
plaintiff relies on Fitzgibbon v. U.S. Secret Serv., 747 F. Supp. 51 (D.D.C
1990), which held that nunbers used to collect and organize i nformation nmust
be di scl osed because the nere collection of information does not qualify as an
agency practice under Schwaner. Id. at 57. However, the Schwaner court
explicitly acknowl edged and affirnmed Lesar v. U.S. Dep’t of Justice, 636 F.2d
472 (D.C. Cir. 1980), which held that agencies can delete sensitive notations
on documents that indicate an agency’s internal routing or distribution
practices. 898 F.2d at 796. While the holding in Fitzgibbon seens in direct
conflict with Lesar, the Fitzgibbon court distinguished Lesar by stating that
the agency in Lesar had shown that disclosure of the nunbers would risk
circumvention of agency regul ation, while the agency in Fitzgibbon had not.
Id. Gven that the Treasury Departnment in the instant case has made such a
showi ng, Fitzgibbon is inapposite. Mireover, courts within this Crcuit have
nore recently held synbols and file nunbers exenpt fromdisclosure. See,
e.g., Coleman v. FBI, 13 F. Supp. 2d 75, 79 (D.D.C. 1998).




di scl osure woul d risk public msuse, fraud, or circunvention of
the law. See, e.g., Crooker, 670 F.2d at 1075 (exenpting from
di scl osure BATF manual s that could help crimnals evade the | aw);
Judicial Watch, Inc. v. U.S. Dep’t of Commerce, 83 F. Supp. 2d
105, 110 (D.D.C. 1999) (exenpting fromdisclosure agency credit
card nunbers); Coleman, 13 F. Supp. 2d at 79 (exenpting from

di scl osure source nunbers identifying confidential informants).
Because the plaintiff has not contested Newconb’s assertion in
his brief or declaration, Newconb's statenment should be taken as
true for purposes of sunmary judgnent. Therefore, the sensitive
nature of these nunbers shoul d exenpt them from di scl osure.

Mor eover, the correspondence control nunbers arguably fal
within the “trivial adm nistrative matters” category, as they are
of little or no interest to the | awabiding public. Indeed, the
plaintiff has identified no reason why he needs to have access to
t hese nunbers, nor has he identified any public interest served
by their disclosure. Furthernore, Newconb’s declaration inplies
that a person would only want access to these nunbers for illicit

pur poses. See Newconb Decl. § 19. While it is conceivable that

an outsider m ght want the nunber to nore easily request
information relating to that particular party, courts have
consistently found no legitimte pubic interest in the disclosure
of agency source codes and file nunbers. See, e.g., Lesar, 636
F.2d at 485-86; Coleman, 13 F. Supp. 2d at 79; Branch v. FBI, 658
F. Supp. 204, 208 (D.D.C. 1987) (Richey, J. presiding). It is of



no consequence that the nunbers m ght have sone effect on the
public at |arge, as nost agency rules and practices do. See
Schiller, 964 F.2d at 1207; Crooker, 670 F.2d at 1073 (citing
Vaughn v. Rosen, 523 F.2d 1136, 1150 (D.C. G r. 1975) (Leventhal,
J. concurring)). Wat matters is that the nunbers do not serve
as “secret |law’ of the agency — agency policies which set
standards dictating how agency personnel should regulate the
public and about which the public has a right to be inforned.
See Crooker, 670 F.2d at 1069, 1073. The correspondence control
nunbers at issue are used only to identify private parties and
docunments, not to regulate the public in any way. Accordingly,
t hese nunbers appear to enbody trivial adnministrative natters
that are exenpt from di scl osure.

Fi ndi ng that the Departnment has sustained its burden of
show ng that the nunbers at issue satisfy the Founding Church of
Scientology test, and that they likely represent trivial
adm nistrative matters, the Court denies plaintiff’s notion for
summary judgnent on the Exenption 2 claimand grants the
defendant’s cross notion for summary judgnment on Exenption 2.

E. Exemption 7(C) claim

The Departnent redacted the nanes of corporate functionaries
fromthe docunments disclosed to the plaintiff, arguing that these
nanes are exenpt from disclosure under FO A Exenption 7(C).

Def.’s Mot. at 11. The naned individuals are persons who work

for the corporate entities that allegedly violated OFAC



regul ations, and are often the agency’s point of contact within
the targeted corporation, such as an attorney or corporate
conpliance officer with whom OFAC staff conducted settl enent

negoti ations. Newconb Decl. § 14. Plaintiff contests these

redactions and argues that the Departnent unlawful ly applied

Exenmption 7(C) to justify their non-disclosure. Pl.’s M. at

14. The Court finds for the agency on this claim

Exenption 7(C) protects records and information conpiled for
| aw enf orcenent purposes that “could reasonably be expected to
constitute an unwarranted invasion of personal privacy.” 5
US. C T 522(b)(7)(C. The plaintiff does not dispute that the
docunents at issue are |aw enforcenent records. Therefore, the
only issue remaining is whether disclosure of these nanes could
reasonably be expected to constitute an unwarranted invasion of
the individuals personal privacy. In applying Exenption 7(C), a
court nust bal ance an individual’s privacy interest in
nondi scl osure agai nst the public’'s interest in disclosure. U.S.
Dep’t of Justice v. Reporters Committee for Freedom of the Press,
489 U.S. 749, 762, 109 S. C. 1468, 1476 (1988). Unlike other
FO A exenptions, “Exenption 7(C)’s balance is not . . . tilted
enphatically in favor of disclosure” and turns on the specific
facts of each case. Keys v. U.S. Dep’t of Justice, 830 F.2d 337,
346-47 (D.C. GCr. 1987); Senate of Commonwealth of P.R., 823 F.2d

at 587. The agency need not establish that an unwarranted



invasion of privacy is certain to result fromdisclosure; it need
only denonstrate a “reasonabl e” expectation of such an invasion.
Keys, 830 F.2d at 346 (D.C. Cir. 1987).

It is well-established that nanes corresponding to targets,
W t nesses, and infornmers in a | aw enforcenent investigation are
exenpt from di scl osure under Exenption 7(C) because disclosure
could result in serious reputational harm harassnent, and
enbarrassnent. See, e.g., Nation Magazine v. U.S. Customs Serv.,
71 F.3d 885, 896 (D.C. Gr. 1995); Senate of Commonwealth of
P.R., 823 F.2d at 588; Lesar, 636 F.2d at 488. Were the names
at issue correspond to individuals wi thout such roles in |aw
enforcenent investigations, however, the case lawis not as
cl ear.

Plaintiff relies on washington Post Co. v. U.S. Department
of Justice, 863 F.2d 96 (D.C. Cir. 1988) to support his
contention that there is no legal privacy issue raised here. 1In
that case, the Departnent of Justice redacted the names of
corporate officials in an Eli Lilly Board commttee investigative
report. Id. at 99-101. The report exam ned potentially unlaw ul
behavi or on behalf of Eli Lilly enployees surrounding the
mar ket i ng and devel opnent of a drug the conpany produced. I1d
The court held that these names nust be disclosed, as
“information relating to business judgnents and rel ati onshi ps
does not qualify for exenmption . . . even if disclosure m ght

tarni sh soneone’s professional reputation.” 1d. at 100.



Reasoning that the report did not identify any particul ar

enpl oyees as targets of the Departnent’s investigation or accuse
any of them of breaking the law, the court held that there was no
risk that anything of a private nature would be reveal ed by

rel easi ng the enpl oyees’ nanes, and thus Exenption 7(C) did not
apply. Id. at 101.

Wi | e washington Post would seemto counsel in favor of
finding for plaintiff, the D.C. Court of Appeals revisited
Exenmption 7(C) in Safeguard Servs., Inc. v. Sec. and Exch.
Commission, 926 F.2d 1197 (D.C. Cr. 1991). |In Safeguard, the
SEC del eted the nanes and addresses of third parties nentioned in
wi tness interviews, custoners listed in stock transaction
records, and persons in correspondence with the SEC which were
contai ned in docunents requested by the plaintiff. 1d at 1205.
Finding that this information is “sinply not very probative of an
agency’s behavior or performance” and that substantial privacy
Interests were at stake in its disclosure, the court held
categorically that, unless access to the nanes and addresses of
private individuals appearing in |aw enforcenent files is
necessary to confirmor refute conpelling evidence that the
agency has engaged in illegal activity, such information is
exenpt fromdisclosure. 1d. at 1205-06.

D.C. Crcuit decisions issued after Safeguard have conti nued
to acknow edge the privacy interests of individuals who are not

subj ects of |aw enforcenent investigations, but are third-parties



associated wwth a crimnal investigation or nerely nmentioned in

| aw enforcenent files. See, e.g. Computer Prof’ls for Soc.
Responsibility v. U.S. Secret Service, 72 F.3d 897, 904 (D.C

Cir. 1996) (exenpting the nanes of non-suspects in attendance at
a neeting that attracted the attention of |aw enforcenent); Davis
v. U.S. Dep’t of Justice, 968 F.2d 1276, 1281-82 (D.C. Gr. 1992)
(exenpting the nanmes of tel ephone operators whose voices were
incidentally recorded on | aw enforcenent tapes because the
“virtually non-existent” public interest in their disclosure
out wei ghed even the mnor privacy interest at stake).

In a 1994 case, the D.C. Circuit affirmed its holding in
Washington Post, but distinguished it fromthe facts before it.
See McCutchen v. U. S. Dep’t of Health and Human Servs., 30 F.3d
183, 187 (D.C. Cir. 1994) (finding the individuals at issue to be
targets of career-damaging investigations). Simlarly, a 1997
D.C. District Court opinion relied on washington Post in finding
no privacy interest in the nanes of gun sellers who were
mentioned in Bureau of Al cohol, Tobacco, and Firearns reports
docunenting sales of nultiple handguns. Ctr. to Prevent Handgun
Violence v. U.S. Dep’t of the Treasury, 981 F. Supp. 20, 23-24
(D.D.C. 1997). This Court, however, in Tripp v. Department of
Defense, 193 F. Supp. 2d 229 (D.D.C. 2002) summari zed the hol di ng
I n Safeguard as establishing “a categorical rule that FOA
Exenption 7(C) prohibits an agency fromrel easi ng docunents that

i ncl ude the nanes and addresses of individuals in files that are



conpiled for |aw enforcenent purposes.” Id. at 239.

Despite the sonmewhat confusing nature of Exenption 7(C) case
| aw on this point, controlling authority and the record in this
case strongly suggest that the corporate functionaries at issue
have at least a mnor interest in their nanes being kept private.
Wil e these individuals are not |listed as suspects in an
i nvestigation, and their names nay appear only once in the
docunents at issue, the release of the corporate officials’ nanes
coul d reasonably be expected to engender specul ati on about or
stigma surrounding their involvenent in the illegal activity of
their enployer, especially where they are directly negotiating a
settlement pertaining to their corporation’s alleged violation of
OFAC regul ations. The D.C. G rcuit has acknow edged the
difficulty associated with anticipating all the respects in which
di scl osure m ght damage an individual’s reputation or lead to
enbarrassnment. See Fitzgibbon v. CIA, 911 F.2d 755, 767 (D.C
Cr. 1990); Lesar, 636 F.2d at 488. “If anything, the fact that
a person’s nanme appears in a [law enforcenent file] with no other
i nformati on coul d wei gh agai nst disclosure in that it would be
very difficult for a court to determ ne with any degree of
preci sion the actual invasion of privacy that woul d occur from
rel ease of the nanme.” Fitzgibbon, 911 F.2d at 767. Under a
strict reading of Safeguard, such as that previously adopted by
this Court, the release of the nanes at issue in the instant case

is certainly not necessary in order to confirmor refute illegal



agency activity, and the plaintiff does not even suggest as nuch.
Therefore, this Court should find at | east a m nor privacy
interest at stake in the disclosure of these nanes.

The public interest in disclosure of the nanes of these
corporate officials is negligible at best. Because the purpose
of the FOA is to shed light on the actions of governnent
agenci es, courts have consistently held that any invasion of an
i ndividual’s privacy interest is warranted only when di scl osure
woul d “open agency action to the light of public scrutiny” and
informcitizens about “what their governnent is up to.”
Reporters Comm., 489 U.S. at 772-73. The FO A s purpose is not
furthered by disclosure of information about private citizens
that reveals little or nothing about an agency’s own conduct.
Id. at 773.

In this regard, the instant case is very simlar to that
considered by the D.C. Circuit in Fitzgibbon v. CIA. 911 F. 2d
755. In Fitzgibbon, the Cl A redacted an individual’s nane in a
docurent whi ch included no other infornmation about that person.
Id. at 758. Reasoning that there was “no conceivable way” in
whi ch rel ease of the individual’s name would informcitizens
about agency action, the court upheld the agency’s non-

di sclosure. I1d. at 768. Here, it is equally unclear what public
interest would be served by the disclosure of the nanmes of
corporate functionaries with whom OFAC was in contact, as the

plaintiff identifies none in his brief or declaration. |ndeed,



the plaintiff has already received the information he
specifically requested, including the nane of each corporation
that settled with OFAC and the amount for which it settl ed.

Di scl osure of the nanes of individual enployees who worked for
t hese corporations and were charged with no unlawful activity

woul d not shed any light on agency action. See Newconb Decl. ¢

6. Therefore, the privacy interest identified above, even if
m nor, nore than outweighs the negligible public interest in
di scl osure, and the Court finds that the nanes were properly
wi t hhel d under Exenption 7(C). See Fitzgibbon, 911 F.2d at 768
(“somet hi ng outwei ghs nothing every tine.”). Plaintiff’s notion
for summary judgnment on his Exenption 7(C) claimis therefore
deni ed, and the Court grants defendant summary judgnent on this
claim
ITI. Conclusion
Upon careful consideration of the parties’ cross-notions for
summary judgnent, the responses and replies thereto, the
governing statutory and case law, and the entire record
herein, it is by the Court hereby
ORDERED that plaintiff’s notion to strike the Declaration of
Ri chard Newconb is hereby DENIED; and it is
FURTHER ORDERED that plaintiff’s notion for summary judgnent
I S GRANTED IN PART. Defendant is hereby directed to file, by
no | ater than October 30, 2003, an anended Vaughn i ndex

addressing, with the requisite specificity, the segregability



of facts fromdeliberative process materials in the redacted
portions of the disclosed docunents. Plaintiff’s notion is in
all other respects DENIED; and it is

FURTHER ORDERED t hat defendant’s notion for sunmary judgnment
IS GRANTED as to plaintiff’'s Exenption 2, Exenption 5, and
Exenption 7 clains, and DENIED as to plaintiff’'s segregability
claim

Si gned: Emmet G. Sullivan

UNITED STATES DISTRICT JUDGE
September 26, 2003
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